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Cloud in numbers...

= >1000 SaaS apps
used at a typical enterprise company

» Up to 40% of IT spend is
Shadow IT (Unsanctioned apps)

» 65% of organisations use Office365

» Less than 50 percent of organizations have

deployed even the most basic cloud security tool —

SSO. Only 47 percent of organizations sampled
had a SSO tool in use.

(*) source: ForcePoint research 2017
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CASB ? What

9

What is CASB?

A cloud access security broker (CASB) provides a critical security tool
that helps enterprises set policy, monitor behavior, and manage risk
across the entire set of enterprise cloud services and providers. CASBs
may run on premises in a corporate data center or in the cloud and sit
between the end user and the cloud.

Cloud Services
Saa$ (Software as a Service)

laa$ (Infrastructure as a Service)
Paa$ (Platform as a Service)

CASB

(Cloud Access Security Broker)
Control and Monitoring
Compliance Management
Data Security
Threat Protection

Off-Premises
Mobile, Regional Offices,
Home Offices

On-Premises
Corporate Office
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Gartner’s Vision on

CASB
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visibility compliance protection protection

apps, data, users & devices apps, data, users & devices
in the cloud, at access,
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CASB - 2012 -> 2020

API-
based
approach

shadow
IT




Shadow IT

IT departments have lack of visibility

e thousands of enterprise cloud apps today
(and growing)
e 95% of apps are not sanctioned by IT
o many of which are unknown to IT
® most apps are not enterprise ready

app type examples threat risk data leakage risk
IT sanctioned m ssegforee I _
shadow IT o E - -
personal apps @ ﬁ




So why the current need for a CASB?

enterprises can’t rely solely on native app security

end-user devices

visibility & analytics

enterprise
data protection (CASB)
identity & access control
application .
GSuite

storage .
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salesforce
Servers Microsoft

network
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Understand the Long Tail of Cloud Service Providers Gartner

CSP Maturity — Size/

Experience/market share

—~

You care safely assume a Tier 1 is:
- Secure

- Financially Stable

You must use them securely

Tier 2 business model is not always stable
May not have 3rd party evaluation
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- Do not assume Tier 3 is secure
- Do not assume financial stability
- Risk maybe acceptable but only if you govern usage carefully

Tier 3
1

2,500 15,000

Number of Cloud Service Providers
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Why Does Anyone Need a Cloud Access Security Broker?
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Key CASB Concepts - APl Scanning

laaS

SaaS
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API Scanning Pros:
1. Direct CASB to App.

2. No user involvement.

CASB

3. Can scan data already in cloud apps.

4. May be able to take actions based on
findings (e.g. remove sharing)
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Private Cloud/Premises Unsanctioned Apps
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API Scanning Drawbacks:

1. No access control or user visibility.
2. Data loss protection (DLP) is not real time.
3. No control for unsanctioned applications.

4. No control for Applications without
exposed security APIs (e.g. Workday).

User Endpoints
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Key CASB Concepts - Forward Proxy

laaS SaaS Private Cloud/Premises Unsanctioned Apps
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Forward Proxy Pros:

1. Three methods of forward proxy: endpoint
agent, proxy auto-config (PAC) file, or in-
path interception (SWG).

1. Only works for managed devices.

2. Requires forced routing of all traffic
through an inspection point.

2. Can control access to applications.
; 3. Scaling is a concern, esp. if traffic is forced

3. Can do DLP in real time. : through proprietary data centers or on-

: prem appliances.

4. It may be able to take actions based on v
findings (e.g. block a download). 4. Cannot scan data at rest.
| —

User Endpoints
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Key CASB Concepts - Reverse Proxy

laaS SaaS Private Cloud/Premises Unsanctioned Apps
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1. Easy to deploy (config is all in the app). 1. Onl wan'elo'gin;a tioned or owned

atgokta
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2. Req irt,'v-.,.ﬁ?fSIe ign-on for those

applic%ﬁ@ﬂpps not a drawback).

Compliant IdP

2. Supports unmanaged device access.

3. Can control access to applications.

4. Can do DLP in real time.

5. It may be able to take actions based on
findings (e.g. block a download).

User Endpoints

Ebitglass




se Case: Customer
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The Only Next-Gen CASB h

Security and Usability for any app, any device, anywhere

Ebitglass @
agentless, agents, API, encryption,
Stateful Access Control

>

@ Netskope
agents, API

Security

Microsoft ®
Limited app support

Symantec
Agents, API, Vontu

McAfee Skyhigh
API ®

Usability ———
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Gartner CASB Leader

Figure 1. Magic Quadrant for Cloud Access Security Brokers
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COMPLETENESS OF VISION > As of October 2019 © Gartner, Inc

Source: Gartner (October 2019)
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Gartner Critical Capabilities: Magic Quadrant Leaders 2019

Bitglass 4.33

Symantec 4.25

McAfee 4.25

Microsoft 417

Netskope 417
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Managed Apps: Zero-Day Control for Any App

Internal apps

Contextual access control
DLP w/ adv. remediation
Field and file encryption
Zero-Trust Remote Access

Integrated with leading IDP
Native SSO & SAML proxy
Step-up multi-factor auth
Session management

Major SaaS

G Suite

salesforce

EGNXTE
fomerstone

c [
Ui cerner aug
Pro

Long-tail SaaS
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Agent/Agentless Proxy

Managed Devices

>

Data Threat

Protection

Zero-Day Core™

Identity | Visibility
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Agentless Proxy

Unmanaged Devices

laaS

Data Lakes

Known & Zero-day malware
protection
Account hijack protection

UEBA (Behavioral Analytics)
Policy-based remediation
CSPM reporting & remediation
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Unmanaged Apps: Zero-day Discovery & Protection

Zero-day Shadow IT Discovery

HIGHTAIL

X @

e Patent-pending index of over 500K+ apps, 20X the competition
e Comprehensive reports on app risk, compliance, etc.

Secure access to unmanaged apps from managed devices 1
Zero-Day
Route traffic via agent or agentless PAC file on devices upload DLP
e Automated identification/DLP of upload paths (Patent Pending) =
o Machine-learning tech inspects all upload traffic
o Data-paths with natural language payloads identified A
e No signatures required, works for all apps - Facebook, Linkedin, etc. Agent
Competition v

Manual catalog of supported apps with upload path signatures
e Breaks/outdated when apps change or new apps surface &
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Bitglass Global Infrastructure

v -
\
P
s amazon
B7 web services )
(G e M T~
Elastic High performance Reliable
® Hosted globally on AWS e Auto-scaling and replication e  Fully redundant architecture
e Oryour private cloud e Global load balancing o 24x7x365 global support
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