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Cloud in numbers… 

▪ >1000 SaaS apps 
used at a typical enterprise company


▪ Up to 40% of IT spend is 
Shadow IT (Unsanctioned apps)


▪ 65% of organisations use Office365 

▪ Less than 50 percent of organizations have 
deployed even the most basic cloud security tool – 
SSO. Only 47 percent of organizations sampled 
had a SSO tool in use. 

(*) source: ForcePoint research 2017



CASB ? What ?
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visibility 
apps, data, users & devices

Gartner’s Vision on 
CASB

compliance 
apps, data, users & devices

threat 
protection 

malware, APT, hijack

data 
protection 

in the cloud, at access,   
and on devices
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Shadow IT

IT departments have lack of visibility 

● thousands of enterprise cloud apps today 
(and growing)


● 95% of apps are not sanctioned by IT

○ many of which are unknown to IT


● most apps are not enterprise ready

app type examples threat risk data leakage risk 

IT sanctioned

shadow IT

personal apps



     
  

enterprises can’t rely solely on native app security

enterprise 
(CASB)

end-user devices

visibility & analytics

data protection

identity & access control

application

storage

servers

network

So why the current need for a CASB?



Understand the Long Tail of Cloud Service Providers 
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You care safely assume a Tier 1 is: 
- Secure 
- Financially Stable 
You must use them securely

Tier 2 business model is not always stable 
May not have 3rd party evaluation 

- Do not assume Tier 3 is secure 
- Do not assume financial stability 
- Risk maybe acceptable but only if you govern usage carefully
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Number of Cloud Service Providers



Cloud and mobile means your data and users live beyond your 
data center and campus…

Private Cloud 
Data Center

Firewall 

Web Proxy 

IPS / IDS 

On Prem DLP

VPN Gateway

Why Does Anyone Need a Cloud Access Security Broker?

...leaving on premise security technologies out of the path.

Sanctioned 
Apps

Unsanctioned 
Apps

Unmanaged  
Devices

Data

It only takes a username and password to download data…

…to ANY device.

If a user can put data in a sanctioned cloud application…

…it can go to ANY cloud application.

Managed 
 Devices

Data

Ease of access applies to malicious users, too.

{Visibility 
Logging 
Access 
Control  

DLP 
Threat 

Protection



Key CASB Concepts - API Scanning

User Endpoints

CASB

API Scanning Pros: 

1. Direct CASB to App. 

2. No user involvement. 

3. Can scan data already in cloud apps. 

4. May be able to take actions based on 
findings (e.g. remove sharing)

API Scanning Drawbacks: 

1. No access control or user visibility.  

2. Data loss protection (DLP) is not real time.  

3. No control for unsanctioned applications.  

4. No control for Applications without 
exposed security APIs (e.g. Workday).   



Key CASB Concepts - Forward Proxy

User Endpoints

CASB

Forward Proxy Pros:   

1. Three methods of forward proxy: endpoint 
agent, proxy auto-config (PAC) file, or in-
path interception (SWG).  

2. Can control access to applications. 

3. Can do DLP in real time.   

4. It may be able to take actions based on 
findings (e.g. block a download). 

Forward Proxy Drawbacks: 

1. Only works for managed devices. 

2. Requires forced routing of all traffic 
through an inspection point. 

3. Scaling is a concern, esp. if traffic is forced 
through proprietary data centers or on-
prem appliances.   

4. Cannot scan data at rest.    



Key CASB Concepts - Reverse Proxy

User Endpoints

CASB

Reverse Proxy Pros: 

1.  Easy to deploy (config is all in the app).  

2. Supports unmanaged device access.   

3. Can control access to applications. 

4. Can do DLP in real time.   

5. It may be able to take actions based on 
findings (e.g. block a download). 

Reverse Proxy Drawbacks: 

1. Only works for sanctioned or owned 
applications. 

2. Requires a single sign-on for those 
applications (perhaps not a drawback).   



Use Case: Customer having stolen credentials issues……



The Only Next-Gen CASB 
 

Security and Usability for any app, any device, anywhere
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Netskope 
agents, API

Symantec 
Agents, API, Vontu

McAfee Skyhigh 
API

Microsoft  
Limited app support

Usability

Se
cu

rit
y

agentless, agents, API, encryption,

Stateful Access Control



Gartner CASB Leader
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Unmanaged DevicesManaged Devices

Managed Apps: Zero-Day Control for Any App 
Major SaaS Long-tail SaaS IaaS 

Threat 
Protection

Data 
Protection

VisibilityIdentity

Zero-Day CoreTM

● Contextual access control 
● DLP w/ adv. remediation 
● Field and file encryption 
● Zero-Trust Remote Access

● Known & Zero-day malware 
protection 

● Account hijack protection

● Integrated with leading IDP 
● Native SSO & SAML proxy 
● Step-up multi-factor auth 
● Session management 

● UEBA (Behavioral Analytics) 
● Policy-based remediation 
● CSPM reporting & remediation

Proxy + API

Agentless ProxyAgent/Agentless Proxy
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Internal apps
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Unmanaged Apps: Zero-day Discovery & Protection

Agent

Zero-day Shadow IT Discovery 

● Patent-pending index of over 500K+ apps, 20X the competition

● Comprehensive reports on app risk, compliance, etc.


Secure access to unmanaged apps from managed devices 

● Route traffic via agent or agentless PAC file on devices

● Automated identification/DLP of upload paths (Patent Pending)


○ Machine-learning tech inspects all upload traffic

○ Data-paths with natural language payloads identified


● No signatures required, works for all apps - Facebook, Linkedin, etc.


Competition 

● Manual catalog of supported apps with upload path signatures

● Breaks/outdated when apps change or new apps surface

Zero-Day 
upload DLP



Elastic 
● Hosted globally on AWS

● Or your private cloud

High performance 
● Auto-scaling and replication

● Global load balancing

Reliable 
● Fully redundant architecture

● 24x7x365 global support

Bitglass Global Infrastructure
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Tack 
Bedankt 

Thank you 
Takk skal du ha
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